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1 Introduction
1.1 Who Should Read This Guide

This guide is to be read by people who will be installing and maintaining the Allworx server. The technical
background of the administrator is assumed to be greater than that of the system’s end users. This is hot an
end user document. The reader is expected to have a sufficient computer networking and basic telephony
background.

1.2 What this Guide Is and What It Is Not

The Allworx server web administration interface is designed to be easy to navigate and use. It has built in
descriptions, help, and tips on many of its pages. This manual is not a duplication of that information, but is to
be used in concert with that. This manual is intended to describe only those features or administration
mechanics that are more complex and difficult to understand. Therefore, not all the features or all the
parameters of each feature are discussed here. Again, this guide discusses only those features and
parameters that require additional explanation beyond what is on the web pages.

This manual is not a tutorial on basic computer networking or telephone systems. Other sources may need to
be consulted to supply that information.

1.3 Allworx Family of Servers

The award-winning Allworx family of servers now includes the Allworx 6x, Allworx 10x, and Allworx 24x server
products. The Allworx 6x is available in two configurations: one with a removable flash drive and another with
an external USB 2.0 hard drive. The removable flash drive configuration is considered the standard base
configuration. The three servers in the Allworx family differ in features and capabilities. This guide explains
these differences. The table below depicts which Allworx server offers which capabilities.

Allworx 6x '\A/\\I/Ii\f[\;\OB(sﬁé( Allworx Allworx
Standard . 10x 24x
Drive
Call Assistant PC Application Support v v v v
3-Way Conferencing with Analog Phones v
N-Way Conferencing 1 Node 1 Node 4 Nodes
Door Relay Activation and Paging Amplifier v v v
Control
FXO/FXS Support for G.729A v v v
Text to Speech v
CIFS File Server v
Allworx Communications Center v v v
(Group Calendaring)
External Inbound Email Support v v v
Outbound Email Support v v v v
Total number of users supported 30 max 30 max 100 max 100 max
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2

Accessing Web Administration

The administrative interface to the Allworx server is accessed using a web browser via the LAN interface of
the product at TCP port 8080. Assuming the network settings are set to their factory defaults, the steps to
connect to this interface are:

1.

2.
3.

Plug your PC into the server’'s LAN port. On the Allworx 10x, which has four switched LAN ports, any
port can be used.

Set up the PC’s network interface to obtain an IP address automatically (using DHCP).

Verify that the PC has an IP address on the 192.168.2.x network. You may need to release and renew
the PC’s IP address to get an address from the server.

Open your browser and enter the URL of http://192.168.2.254:8080.

When the “Welcome to Allworx” page appears, login using the default password of “admin”.

635 Crosskeys Office Park « Fairport, NY 14450 « Toll Free 1-866-ALLWORX ¢ 585-421-3850 * www.allworx.com
© 2006 InSciTek Microsystems, Inc. All rights reserved. Allworx is a registered trademark of InSciTek Microsystems.
Revised: November 28, 2006

Page 2


http://192.168.2.254:8080/

allm System Administration Guide

3 Configuring a New Allworx Server

Log into the Allworx server web administration page. When the Home page appears, click on the Install
Checklist link (on the left hand side) to bring up a new window containing steps necessary to set up a hew
system. Each brief step description is followed by a link to get to the appropriate administrative web page to
execute the step. These steps are ordered to aid in a successful configuration. Most of the web pages to
execute each step contain all the descriptions and help necessary to carry out the step. Use this guide to
supplement the information on the web pages when necessary.
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4 Upgrading Server Software
The software on the Allworx server is upgradeable. Before performing an upgrade, be aware that:

» |tis highly recommended that you perform an OfficeSafe backup prior to performing the upgrade (see
Backup and Restoring Data).

= An upgrade will require a reboot of the server. So, the system should be idle (no phone or data users)
when this is done, or a disconnection and/or disruption of data may occur.

To upgrade the software on the server, go to the Maintenance / Update web administration page. (In most
cases the web administration pages can be viewed with various web browsers, but for this task it is
recommended that you use the Microsoft Internet Explorer browser.) You will see a screen area like this:

Update

Current version: 6.2.0.8
Build Date: Aug 28 2006, 19:56:06

Twao steps are required for installing an Allwors software update:

1) Copy Files To Update Area

The files for the software update must first be copied to the allwors, To copy files, you may

download from the web, or you may use an FTP program to transfer files from an Allwors Software Release CD.
Use the FTP program to connect to 192.168.7.254 {any username/password, then cd to 'update' and use binary
transfer mode). The FTP program must be running on a PC connected to the Allwors LAN.

TIP

Copying files from the web may take several minutes depending on the speed of your network connection.
Before downloading from the web, you may wish to check the webh now to see if a new software wersion is
available.

2} Activate the Update

After the files have been copied to the update area, they must be activated. Click on the "Activate Update"
button to perform this step.

Activate Update

As you can see, there are two steps involved: copying the files to the update area and activating the update.

4.1 Step 1: Copy Files to the Update Area

The copy step allows two alternatives: letting the sever download the software update files from the web or
manually copying update files that you already have to an FTP window. Let's look at each of these
alternatives in more detail.

4.1.1 Alternative 1: Automatic Download from the Web

When you click on the download from the web link, the server makes a connection to a web site on the
Internet that has the software and begins to download it to the server. Of course, if your server cannot get to
the Internet, this will fail. So, make sure that your Internet connectivity is working. Depending on the
performance of your Internet connection, this will take awhile (as of this writing, the download is about 32M
bytes). After the download is complete, the web browser will pop up a window like this:
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x|

The update files have finished downloading From the web,
‘fou should activate the update now,

You must continue with the Activate step to complete the software update.

If you do not get this dialog, do not activate the update. You should reboot the server and use alternative 2
described in the next section.

If this step doesn’t seem to work, check the Reports / System Events page for any error information.

If the download took a long time to complete, your browser’s connection to the server web administration may
time out. If this happens, you will be asked to login again.

4.1.2 Alternative 2: Manually Installing Files Using FTP

Instead of having the server download the software update files from the web, you may already have the files
on a CD or your PC’s hard drive. Ensure that you have these following files that constitute a complete
release:

Product/File Allworx 6x  Allworx 10x  Allworx 24x

Upgrade.dat X X X
Qisapp X X X
InstallFiles.arc X X X
InstallFiles.ini X X X
NewFlash.sre X X X
Oisapp.sym X

Now you need to transfer them to the server. To do this, click on the FTP window link or enter the following
URL into your browser:

= ftp://192.168.2.254/update (assuming factory default settings)

Using Windows Explorer, copy or drag the files from your PC (CD or hard drive) to the FTP window. This will
cause the files to be transferred to the server.

After all the files have been copied, continue with the Activate step to complete the software update.

Note

If you have problems FTP’ing files using a browser, it is acceptable to FTP files to the server via a command
line tool such as Microsoft's FTP client available from a Command Prompt window.
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4.2 Step 2: Activate the Update

Once you have copied the software update files to the server, you are ready to update the server’s software.
Click the Activate Update button. This will cause the server to internally validate and install the files and
then reboot. The web administration will guide you as you wait for the update to be performed.
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5 Network Configuration

The Allworx server provides powerful and flexible network infrastructure capability. Much of this flexibility is
configured by setting the Network Mode parameter on the Network / Configuration page. This page shows
different parameter sets depending on the Network Mode setting. If the Network Mode is set to the factory
default value of NAT/Firewall with DMZ, the page will be similar to the one shown below.

Home = Metwork = Configuration
allworx

Configuration
Phone System

) Current Value Action
Business ) )
Metwork Mode NATAFirewall with DMZ

e LAN IP Address 192.166.2.254

Configuration

Static Routes LAN Subnet Mask 256.255,255.0

VPN WAN Settings Method Static
Servers WAN IP Address 192.168.1.1
Reports WAN IP Subnet Mask 2E5. 255 255.0
e E e Gateway 192.168,1,254 Modify

PPPoE Username
PPPOE Service Name
PPPoE MTU 1492

LAN Addresses and Ports
exposed through Firewall

Heed help?

Install Checklist

[Logout] DME Server (53) enabled
DMS Client {(4069) enabled
FTP {20,21) disabled
HTTP (80) enabled
POP3 {110) ehabled
Communications Center (1112,2112,2113) disabled
PPTP {1723} enabled
Remote Allworx Handsets {2088,8081) enabled
SIP {5060) enabled
SMTP {25) enabled
SNTP Client (4068) enabled
Host Name allwaors
Domain Mame {DNS) allworx.inscitek.com

Each of the possible network mode parameter values is described below.
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5.1 Network Mode: Standard Router

When the network mode is set to Standard Router, the logical network capability is as shown in the diagram
below:

Allworx server

WAN Side
Server Network Services

IP Based
Network Router

LAN Side
Server Network Services

The server acts like an ordinary two port router with the server routing packets between the LAN and WAN
interfaces. No NAT or firewall functionality is enabled. All LAN hosts are “visible” on the WAN. If the DHCP
server is enabled (see the Servers / DHCP Server page), then the DHCP server will send its LAN IP address
as the DHCP router (gateway) option so that LAN clients will know to use the Allworx server as the router to
the WAN. WAN hosts wanting to connect to LAN hosts will need to be configured with a network route using
the Allworx server's WAN address as a gateway to the LAN.
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5.2 Network Mode: LAN Host

When the network mode is set to LAN Host, the logical network capability is as shown in the diagram below:

Allworx server

WAN Side
Server Network Services

Leave WAN port
disconnected

Network Router

LAN Side
Server Network Services

IP Based

____________________________________________________________________

This mode is designed to be used when the Allworx server is deployed as a peer (instead of as a router or
firewall) on the local area network.

This mode is the same as Standard Router except that when the DHCP server is enabled, it will pass out the
configured Gateway address (set on the Network / Configuration / Modify page) as the DHCP router
(gateway) option instead of giving out the Allworx server’s LAN address.

When in this mode, it is recommended that the WAN network port not be connected (i.e. no network cable
should be plugged in). Even though no network is plugged in, a WAN IP address and subnet mask must be
assigned. A subnet number that is distinct from the LAN subnet number must be used when assigning the
WAN IP address. Furthermore, a completely unused subnet number should be used to avoid any routing
conflicts.

The WAN services (like FTP and HTTP) are still available via the LAN if the proper routes are configured on
your network.
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5.3 Network Mode: NAT/Firewall

When the network mode is set to NAT/Firewall, the logical network capability is as shown in the diagram
below:

Allworx server

WAN Side
Server Network Services

[ NAT Firewall ]

IP Based
Network Router

LAN Side
Server Network Services

This mode’s default setting permits only outbound connections from the LAN to the WAN; all WAN initiated
connections are denied. In addition, all packets are subject to network address translation (NAT) such that
no LAN addresses are “visible” on the WAN, yet have access to the WAN. These features reduce the ability
of WAN hosts to attack LAN hosts.

WAN access to specific LAN network services can be allowed by exposing those specific LAN ports through
the firewall. This configuration is made in the Firewall section of the Network / Configuration / Modify

page.
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Firewall
LAMN Addresses exposed through firewall:
WAN Local

Port # Protocol IP Address Port #

[Tcp =]
[Tce =]
[Tcp =]
[Tce =]
[Tcp =]
[Tcp =]
[Tce =]
[Tcp =]
[Tce =]
[Tcp =]

For example, a web server at port 80 is on a PC at 192.168.101.9. This is on the LAN. To permit access to
this web server from the WAN at port 5000, create a new entry in the above table where the WAN Port # is
5000, the Protocol is TCP, the IP Address is 192.168.101.9, and the Local Port # is 80.

Due to security requirements, the Allworx server’'s LAN IP address is not permitted as an IP Address in the
table above. The server's VPN feature can be used to access Allworx LAN network services from the WAN.
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5.4 Network Mode: NAT/Firewall with DMZ

When the network mode is set to NAT/Firewall with DMZ, the logical network capability is as shown in the
diagram below:

Allworx server

[ NAT Firewall

WAN Side
Server Network Services

IP Based
Network Router

LAN Side
Server Network Services

Turning on the DMZ moves the WAN network services behind the firewall. This means that even the Allworx
WAN services (POP, SMTP, FTP, HTTP, etc.) are not available by hosts on the WAN. Making some of these
services available can be done in the Firewall section of the Network / Configuration / Modify page.
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Firewall
LAN Addresses exposed through firewall:
WAN Local

Port # Protocol IP Address Port #

[Tce =]
[Tce =]
[Tce =]
[Tce =]
[Tce =]
[Tce =]
[Tce =]
[Tce =]
[Tce =]
[Tce =]

Al

worx Services {ports) exposed through DMZ:

W DNMS Server (53) [T Communications Center {1112,2112,2113)
W DMS Client (40893 ¥ Remate allwork Handsets (2088,8081)

I FTP (20,21} ¥ sip (50607

W HTTP (20} ¥ SmMTP (25)

W popP3 f110) ¥ SMTR Client f40a68)

W pRpTR (1723}

Notice the checkboxes for specific Allworx services. They are convenience shortcuts to filling in the form
above them.

5.5 Network Mode: NAT/Firewall with Stealth DMZ

This mode is the same as NAT/Firewall with DMZ except that all ICMP services (echo, redirect, etc) are
turned off. This makes it more difficult for attacks from the WAN to probe the server. It also makes it more
difficult for the administrator to troubleshoot any network connectivity problems (since ping and traceroute
won't work).

5.6 Example 1: Secure Firewall

Requirements:

The Allworx server will be used as the router between a LAN and the Internet. Protecting the LAN from the
Internet is a requirement. The server will be used as the local email server with email being sent to it from
the WAN and LAN. The server will be the LAN timeserver. All other WAN services will be denied.

1. Setthe Network Mode to NAT/Firewall with Stealth DMZ. Setting it to stealth mode will reduce the
ability of Internet attacks to recognize the existence of the Allworx server and its offered services.

2. Inthe Firewall section of the Network / Configuration / Modify page, change the Allworx Services
(ports) exposed through DMZ so that only SMTP, DNS, and SNTP are checked. SMTP is required to
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receive email from the Internet for local users. DNS is required so the email server can resolve
outbound mail addresses. SNTP is required to get accurate time from an Internet time server
(configured on the Maintenance / Time page).

5.7 Example 2: Secure Firewall with 3" Party Email Server

Requirements:
The requirements are identical to Example 1 except that instead of using the Allworx server as the email
server, another host (at 192.168.101.12) on the LAN will be used as the email server.

Configuration:
The configuration is identical to the previous example except for the following changes:

1. Uncheck the SMTP service from the list of exposed Allworx services.

2. Inthe Firewall section of the Network / Configuration / Modify page, add an entry to LAN Addresses
exposed through firewall where:

WAN Port # is 25.

Protocol is TCP.

IP Address is set to the LAN email server, 192.168.101.12

Local Port # is 25.
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6 Adding Handsets

6.1 SIP Phones

6.1.1 Plug-and-Play

Some SIP phones are plug-and-play, which means that they will automatically register with the server when
they boot up on the network. The following phones are capable of this:

= Allworx IP phones including the 9102 and 9112
= Cisco models 7905 and 7912 running SIP software versions 1.01 or greater
= Cisco models 7940 and 7960 running SIP software versions P0S3-06-3-00 or greater

The means of configuring these phones varies depending on the DHCP configuration on their LAN:

1. If the phone is getting its IP address from the Allworx server’'s DHCP server, the phone needs no manual
configuration.

2. If the phone is getting its IP address from a non-Allworx server's DHCP server and the DHCP server
sends the phone the Allworx server’s IP address as the TFTP boot server (option #66), the phone needs
no manual configuration.

3. If the phone is getting its IP address from a non-Allworx server's DHCP server and the DHCP server
doesn’t send option #66 to the phone, then the Allworx server’'s IP address needs to be manually set on
the phone as its boot server. See the Allworx IP Phone User’s Guide for more information.

4. If the DHCP server is sending the wrong (or no) option #66 IP address:

e For Allworx IP phones, the manual setting on the phone will override the value sent by the DHCP
server.

e For Cisco phones, the alternate TFTP server should be set on the phone to override the value sent
by the DHCP server.

5. If there is no DHCP server, then the phone needs to be manually configured with a static IP address, a
netmask, a gateway and an Allworx server’s IP address as its boot server.

TIP: If you are having trouble getting a phone configured, restore it to factory defaults and reapply the desired
settings.

When an Allworx IP phone is booted on the network, the Allworx server will automatically prompt you to
upgrade its software when it has a newer version available.

When a plug-and-play phone is registered with the server, it will appear on the Phone System / Handsets
page in the SIP Handsets section. It will show the correct model and the MAC address will be displayed in
the Identification column.

TIP: Note that a Cisco 7960 will be recognized as a 7940 and will have to be changed to 7960 via the Phone
System / Handsets page by clicking on the Modify link next to the phone entry.

6.1.2 Manual Add

The Allworx server supports the manual adding of SIP phones to the system. This may be done when the
SIP phone to be added is not a plug-and-play phone or you want to configure the phone without actually
plugging it into the network (For example, to pre-configure the server before an installation at the customer
site).

To manually add a SIP phone, click on the New SIP Handset link in the SIP Handsets section of the Phone
System / Handsets page.
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SIP Handset

Owner | {none} w TIP
Extension | -—— |+ ) If an Owner other than 'admin' is selected the
(optional, s=e TIP) handset will automatically be added to the

Caller ID Number | user owner's extension v owner's In Office call route,

Caller ID Name If an Extension is selected, the extension will

Description be created with a call route to ring this
handset. This is typically used in the case of a
conference room or lab phone that does not
require an owner,

Handset Configuration

Model | &llwaorz 9112 1+
Login ID
Password
Phone will download configuration file from Allworx
MAC Address
SIP Protocol Port

Select the phone model and fill in the required fields.
6.1.2.1 Plug-and-Play Phones
If the phone is one of the supported plug-and-play types, then follow these steps:

1.
2.

3.

4.
5.

Change the Model to the appropriate selection for the phone that is to be configured.

Enter a Login ID and Password for the phone to use to authenticate with the server. Note that the
Login ID must be unique; cannot use the same Login ID on multiple phones.

Enter the correct MAC Address for the phone. Note if this is not correct, then when the phone is booted
on the network, the server will have a duplicate entry for this phone because it will plug-and-play register
itself with the system using the correct MAC address.

Enter the other parameters as necessary.

Click the Add button to add the new handset to server.

6.1.2.2 Other/Generic Phones
If the phone is not an Allworx IP phone or one of the recognized Cisco phone types, then follow these steps:

1.
2.

3.

Change the Model to Generic SIP.

Enter a Login ID and Password for the phone to use to authenticate with the server. Note that the Login
ID must be unique; cannot use the same Login ID on multiple phones.

Click the Add button to add the new handset to server.

Configure the phone (following its particular configuration instructions) with the User ID (shown on the
updated Phone System / Handsets page), Login ID, and Password.
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When the phone is registered with the server, its entry on the Handsets page will indicate that by showing an
expiration date and time.

6.2 Analog Phones

Plug the phone into one of the server's FXS phone ports reserved for Inside Phone Extensions. It is a good
idea to plug the first phone into the highest numbered port, and then working backwards towards the lowest
numbered FXS port. Lift the phone receiver so that the phone is “off hook.” Click the Scan For New
Handsets link on the Phone System / Handsets page in the Analog Handsets section. Your phone will
now appear in the Analog Handsets section of the page. Hang up the phone receiver.

6.3 Testing Phones

Below are some suggested steps for verifying that a phone is set up correctly:

1. Dial 400 for auto attendant.

2. Enter ‘#7'. The auto attendant will play back information about the phone configuration.
3. Hang up. The phone will ring back.

If any of these steps fail, check:

= Physical wiring between phone and server
= Network settings
» Phone and server configuration
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7 SIP Proxies and SIP Gateways

Note that this is an optional feature that requires a feature key. The necessary key is referred to as the
Internet Call Access Feature Key.

7.1 Introduction

The Allworx server products support connectivity to external SIP compliant devices such as SIP proxy
servers and SIP gateways. The Allworx products make an administrative distinction between four specific
classes of SIP devices based on their typical functional use scenarios and how they interact with the Allworx
system:

= SIP Proxy — An external SIP server that typically requires registration/authentication and is logically
treated as an external service for routing calls. For example, when you desire to place calls through an
Internet Telephony Service Provider (ITSP), you need to define a new SIP proxy to communicate with
that external service. Typically, you reach SIP proxies through the Internet or through wide area
network (WAN). A key distinction of a SIP Proxy in Allworx terms is that it is a device or server that the
Allworx server will register with.

= SIP Gateway — Allworx defines a SIP Gateway to be a SIP compatible device that extends the
connectivity of the Allworx PBX. For example, you might configure a SIP gateway to attach a FXO, FXS
or T1 expander gateway. Typically SIP gateways are local devices that you implicitly trust and have
them connected via an Ethernet interface directly to the same LAN that the Allworx server is connected
to. SIP Gateways are expected to register with the Allworx server.

» SIP Handsets — A SIP compatible handset (telephone) that registers with the Allworx server.
Attachment and configuration of SIP handsets is discussed in another section and does not require the
advanced optional feature key needed for accessing SIP Gateways and Proxies. See Adding
Handsets section for information about connecting to Allworx IP phones or other 3" party SIP
handsets.

= Remote Allworx — A remote peer system that is another Allworx system. The remote system does not
have to be the same model as the local Allworx system, but typically they should be running the same
version of software, if possible.

SIP Gateways and SIP proxies are distinctly defined, but are configured in a very similar manner. Both types
of devices are added to the system through the Phone System / Outside Lines page.

7.2 Configuration

Configuration of SIP Proxies and Gateways is very straight forward, although there are several possible
customization parameters to help deal with different types of devices that may either not be fully compliant
with the SIP standards or comply with an older version of the standard.

For example, to define a new SIP Proxy connection on the Allworx server so it can access an Internet
Telephony Service Provider (ITSP) to provide support for dialing and receiving outside calls you need to go to
the Phone System / Outside Lines page. In the SIP Proxies section, you will see a list of all the SIP Proxies
you have already configured. To configure a new SIP Proxy, click the Add a New SIP Proxy link that will
present a page of many parameters that need to be defined for the ITSP service.

The technique for creating a new gateway is very similar to the Proxy method except that you consult the SIP
Gateways section of the Phone System / Outside Lines page and use the Add New SIP Gateway to
define a new gateway. Once either a SIP Proxy or a SIP Gateway is defined on the Outside Lines page, you
can use their respective Modify link to make adjustments to their configurations. One particular thing to note
about the Modify page is that it actually presents the opportunity to make adjustments to parameter choices
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that are not presented on the creation page. These additional parameters in the Advanced Settings section
should only have to be adjusted if the associated device or service is not fully compliant in some way with the
current edition of the SIP standards.

7.2.1 Details about SIP Proxies
Here is some additional information on particular parameters for SIP proxies.

Description: This field is the friendly name of the SIP Proxy and can be any text useful to the System
Administrator. For example, you may want to enter the name of the ITSP this proxy relates to.

User ID: The ITSP or the Administrator of the SIP proxy service you are connecting to typically assigns this
calue. This ID is usually a phone number.

SIP Server: This is the DNS name or IP address of the proxy service you are connecting to. This is obtained
from the ITSP. A port number can be selected here which is almost always 5060, but it should be verified with
the service provider (ITSP).

Outbound Proxy: This is the DNS name or IP address of the outbound redirect server if different than the
above SIP server. In many cases this is not required, but some service providers differentiate between
inbound and outbound calls.

SIP Registration Required: If your SIP proxy server requires a SIP registration, check the box indicating this
and fill in the Login ID and Password assigned by the ITSP. If the ITSP uses a registrar server that is
different than the SIP proxy server, enter the DNS name or IP address of this server in the Registrar name
field.

Caller ID Name: The assigned Caller ID passed outbound when calls are placed towards the SIP proxy.
Some ITSP’s may ignore this or refuse calls if set.

Caller ID Number: The assigned Caller ID Number passed outbound when calls are placed towards the SIP
proxy. Some ITSP’s may ignore this or refuse calls if set.

Maximum Active Calls: The Allworx server will use this number to limit the total number of the incoming and
outgoing active calls with this SIP Proxy. This is useful for controlling the network bandwidth used, since it is
assumed by Allworx that the SIP proxy is not a LAN local service.

Number of Line Appearances: This field defines the number of Line Appearances you would like defined for
this Proxy so that Allworx will create a virtual set of phone lines that mimic real physical analog phone lines
on this service. This is a feature unigue to Allworx and allows ITSP services to be used in a conventional key
system manner. Typically this number matches the maximum number of active calls limit set above, but it can
be less. Note: Set a value of zero if Line Appearance functionality is not required.

Send Digits as Dialed: Specifies that outbound numbers should always be sent exactly as dialed on the
handset placing the call. In most cases, you want the number converted into NANPA dialing form, so this box
is not typically checked. However, in some cases, the service provider or proxy may be doing the conversion
automatically so you may want to defeat the Allworx server’s conversion mechanism.

Digits Sent: This is the number of dialed DTMF digits to be sent to the ITSP when making a call. If the
number specified is less than the number dialed, the trailing digits are the ones sent. The default value is
typical.

Proxy is an Enterprise Server: This is an advanced feature that allows interfacing to external SIP proxy
services that actually have dial plan knowledge of your local site, but in most cases this feature is not used.
See the Enterprise Dialing Feature section later in this chapter for more information.
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Default Auto Attendant: Select the auto-attendant that should be used when inbound calls from this Proxy
are routed to an Auto Attendant.

Call Routing: This selection determines how calls received from this proxy are routed inbound to the Allworx
server. This is identical to the manner how all outside lines are configured including analog phone lines and
digital lines.

7.2.1.1 Advanced Settings

The specifics of what values to enter for each of the Advanced Settings parameters vary with different ITSP’s.
Consult with your ITSP for this information.

DTMF Payload: This value is used as the "assumed" DTMF payload for inbound calls that do not include the
RFC 2833 DTMF negotiation. Typically this is set to 96 or 101.

Pad DTMF RTP Packets: DTMF RTP packets are typically smaller than 64 bytes. Some switches and
routers will discard any UDP packets shorter than 64 bytes. When this box is checked the Allworx will pad the
DTMF packet by expanding the RTP header to make the packet at least 64 bytes long. Typically this
checkbox is not checked.

Enable Early Media: Some service providers send audio before an outbound call has been answered (using
183 Session Progress in SIP). This can be used to relay announcements (e.g. "Your call can not be
completed as dialed) or remote ring back tones. When this checkbox is checked, the Allworx will present the
audio to the caller when received. When this checkbox is not checked, the Allworx will ignore the early audio
and generate a ring back tone internally. Typically this checkbox is checked.

Supports Symmetric Response Routing: Some service providers assist the remote end in NAT traversal
by supporting RFC 3581 "Symmetric Response Routing". When this checkbox is checked, a remote handset
behind a NAT firewall will assume the service provider can correctly detect the audio port to send traffic to.
When this checkbox is not checked, the handset needs to be port-forwarded through the NAT firewall, or
must use the Allworx for proxying of audio traffic (see Servers / VoIP Server). Typically this checkbox is not
checked.

Supports SIP REFER: This selects the method of transferring calls between multiple remote end-points
through the service provider. When this checkbox is checked, SIP REFER is sent to the service provider to
allow them to connect the two end-points within their network without intervention by the Allworx. When this
checkbox is not checked, the Allworx will act as a proxy between the two remote ends of the calls. Typically
this checkbox is checked.

Supports SIP Redirect: This selects the method of redirecting inbound calls that are forwarded back to the
service provider without being answered (e.g. all calls are forwarded to a cell phone). If this checkbox is
checked, a SIP 300 redirect message is sent. If this checkbox is not checked, the Allworx will negotiate the
call setup for the service provider. Typically this checkbox is not checked.

Obtain DID number from [source]: This defines the SIP header to extract the DID number from for inbound
calls from the service provider that are routed to a DID block,. Typically this is set to [SIP To: header field].

Use [source] in Request URI of outbound calls: This defines the "username" parameter of the SIP
Request URI for outbound calls to the service provider. Most service providers expect to have the requested
number or ID [dialed humber] in this field, but some require the registered account information [address of
record]. Typically this is set to [dialed number].
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7.2.2 Details about SIP Gateways

Many parameters associated with SIP Gateways are the same as their counterpart under SIP proxies. In
particular, all the Advanced Settings are identical. See the SIP Proxy section above for more information
about the common fields. Parameter information specific to SIP Gateways is detailed here.

Gateway uses SIP Registration: This parameter selection requires the definition of the Login ID and
Password the gateway will use to register with Allworx, assuming the gateway supports SIP registration. This
is the desired configuration to use especially if the gateway uses DHCP to obtain its IP address so that the
Allworx always knows how to contact the gateway for outbound calls.

Gateway uses Static IP Address: This parameter selection is used when the gateway does not support
registration or when you do not wish to authenticate the gateway. Contacting the gateway through this
mechanism requires the gateway to have a static IP address. DNS names are not allowed for security
reasons.

Prefix String: This parameter defines DTMF digits to be prepended to the dialed number string when placing
outbound calls through the gateway (e.g. "9" for dialing through another SIP PBX).

7.3 Enterprise Dialing Feature

Allworx supports multi-site configurations using remote phones and remote servers. Remote phones are
adequate for individual remote users that need access to the phone services of the office. Remote servers
provide independent phone services per site, but with point-to-point dialing between users at the sites via the
Internet. The Remote Servers functionality is referred to as Site-to-Site Calling. See the Remote Server
Multi-site Calling section for more information.

While the Remote Servers functionality is fully integrated and easy to configure, since the remote servers
need to be configured in a full mesh fashion; each site must know about all other sites. While this works well
for small installations, more than ten sites can become more difficult to administer.

The Enterprise Dialing feature in Allworx is designed to address this by allowing a third party SIP server to be
the “central hub” for all calls between sites. This provides a centralized “phone book” and administrative
service for the entire VoIP network. Note that the required centralized server functionality referred to in this
section is not an application currently available from Allworx. The Allworx servers themselves are designed to
be able to integrate with such an enterprise level infrastructure, but not to host the Enterprise Server
functionality itself. Such SIP Proxy Enterprise Servers are available from other providers.

7.3.1 Allworx Enterprise Client

Each Allworx server can be configured as an “enterprise client” and direct inter-office calls to the “central
hub.” A SIP Proxy is created for the central hub, with the call routing set to “Proxy is an enterprise server.”
The “Enterprise Dialing” rule (Phone System / Dial Plan web page) is set to a service group that contains
just the SIP Proxy entry for the central hub server. The number of digits to collect/send is set to cover the
entire enterprise.

The Allworx dial plan uses an ‘8’ prefix to indicate that the dialed number is to be forwarded to the Enterprise
Server. For example, dialing 81234 will send a SIP INVITE with a URI of “<sip:1234@centralHubServer>" to
the Enterprise Server.

7.3.2 Central Hub / Enterprise Server

The central hub is a SIP proxy server that accepts incoming INVITEs from the Allworx servers, determines
the final destination for the request, and forwards the request to the destination Allworx. It maintains an active
list of Enterprise extensions and their mappings to extensions at each site. For example, an enterprise with 4-
digit dialing might have the following information in its databases.
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Site Account Name  Account Password = Current address Site Description
allworx1 Fkkkkk 66.64.219.38:5060 New York City office
allworx2 falelalokaiakaialel 64.129.42.33:5060 Atlanta office
allworx3 falaieiaied 129.116.21.193:5060 | San Diego office

The current address is the IP Address and SIP Protocol port of the Allworx server. This can be static or
updated through periodic SIP Registration. The Enterprise extensions could be configured as follows:

Enterprise Extension | User User Extension | Site

1234 John Doe 108 allworx1
1452 Larry Tate | 111 allworx1
4689 Fred Jones | 108 allworx2
5999 Jane Smith | 177 allworx3

For example, John Doe in New York City dials 84689 to reach Fred Jones. The SIP INVITE is sent to the
central hub with a URI of “<sip:4689@centralHubAddress>". The Central Hub validates the sender’s
credentials and looks up 4689 in its databases. It composes an INVITE with a URI of
“<sip:108@64.129.42.33:5060>" and sends it to allworx2. Fred Jones answers the phone and the call is
established.

Shortly after, John Doe dials 81452 to reach Larry Tate. The SIP INVITE is sent to the central hub with a URI
of “<sip:1452@centralHubAddress>". The Central Hub validates the sender’s credentials and looks up 1452
in its databases. The recipient is on the same server as the sender (allworx1), so the hub responds with a
300 Redirect with a Contact header URI of “<sip:111@66.64.219.38:5060>."” The Allworx server (allworxl)
then initiates a call to extension 111. Larry Tate answers the phone and the call is established.

7.3.3 Steps on How to Setup Enterprise Dialing

1. Gotothe Phone System / Outside Lines page.

2. Either Add New SIP Proxy or, if it exists, Modify SIP Proxy that is the target for the “Central Hub”

3. Check “Proxy is an Enterprise Server" under Call Route to indicate the SIP Server is an Enterprise
central server.

4. Click Update button to save settings.

Note that the steps for configuring and maintaining the SIP centralized server are well beyond the scope of
this document. If you wish to deploy such an arrangement across sites, it will require detailed knowledge
about use and administration of SIP proxy servers. Contact Allworx customer support for an application note
with additional helpful administration.
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8 Remote Allworx Server Multi-Site Calling

Note that this is an optional feature that requires a feature key. The necessary key is referred to as the
Internet Call Access Feature Key and is the same key that enables SIP Proxy and SIP Gateway functionality
described in the previous chapter.

8.1 Introduction

The Allworx server products support VolP calling between servers connected in a peer-to-peer manner.
These peer Allworx servers are typically located at different sites. For example, a small business with three
office locations may have a dedicated Allworx server at each location where each site is configured to be able
to place VolIP calls to each of the two other sites without using conventional circuit switched voice trunks. In
addition to these sites each with the their own Allworx server, additional site(s) can be serviced via individual
remote phones that are each associated with a specific site’s Allworx server. See the Remote IP Phone
section for more details on configuring remote IP phones that are not associated with a local Allworx server.

8.2 Quality of Service Between Sites

To take advantage of multi-site calling it is important to take into consideration the quality of the network data
connection that spans between each set of sites that will be calling each other. The quality of the data
connection will have a direct impact on the observed voice quality between the sites. While the raw
bandwidth requirements are not particularly cumbersome for each call that is setup, limiting the number of
calls to within the bandwidth available is important to enforce. Additionally, and perhaps more importantly
having a good understanding of the typical packet latency and loss rates are also key to accurately accessing
the voice quality one would expect to observe on a day to day basis.

The best arrangement to have is to use a managed data service from a quality service provider to be able to
deliver a guaranteed level of service according to an agreed upon Service Level Agreement (SLA). Barring
that, many best effort services, such as an ordinary Internet access service delivered to each site will likely
provide acceptable voice quality a majority of the time — but the performance can vary widely depending on
many different factors which are beyond the scope of this document. If you are unfamiliar with such
considerations, Allworx suggests you read the Allworx VoIP Tutorial white paper available on
www.allworx.com as a starting point for your investigation into such topics.

8.3 Limiting Total Number of Calls Between Sites

It is important to limit the maximum number of allowed calls that will simultaneously exist between the local
site and all other sites. This limit is set on the Servers / VolP Server web page under the parameter
Maximum Active Remote Calls. The default value is eight, but you should select a value based on the total
amount of bandwidth you are willing to dedicate to voice calls. See the Allworx VolP Tutorial white paper
available on www.allworx.com for some tips about computing a reasonable value for this parameter.

8.4 Defining Remote Allworx Sites

It is actually quite straightforward to configure site-to-site connectivity. For each pair of sites you wish to be
able to have communicate with each other, you simply need to define a remote site on each system to point
to its symmetrical peer. To define the peer go to Phone System / Outside Lines and under the Remote
Allworx section of the page select Add New Remote Allworx Once each remote site is defined, you can
use the associated Modify link to adjust any settings as needed. Here is a description of each required
parameter to define a pair of sites:

Description: A friendly administr